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DVD with films

Do you want to use “You decide” in your country?
The original “You decide” brochure has been a
huge success in Norway, with more than 200 000
copies distributed on requests from schools
all over the country. Other countries have also
shown an interest, and seven countries are
currently working on campaigns based on the
material.

The organisations behind “You decide” invite any
country or region that wants to use or adapt the
written material to do this free of charge. Some
minor costs may incur if you want to use the layout, photos or illustrations. For more information,
see www.dubestemmer.no/english.php or contact
the Norwegian Data Inspectorate, +47 22 39 69 00.
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Dear teacher
Digital media is becoming an ever more important part of life, and in

turn increases the importance of digital competence. Such competence
can be about making software and hardware work, but also about how
to relate to information found on the Internet and how to behave in the
digital landscape.

Some rules – like using common sense and respecting the feelings of others – are the same
as in the “real” world. But digital media also
have some properties that make them require
additional knowledge and reflection.

you will find some facts and statistics. This
brochure is primarily meant as a supplement
to the original “You Decide”-brochure, which
gives more detailed descriptions of each
theme.

Popular pedagogic package
An evaluation of the “You decide”-project
from 2007 showed that the package has been
very successful as a pedagogic tool, and that
it has contributed to discussions and reflections on privacy in Norwegian schools. As
many as 97 per cent of the teachers said that
they wanted to use the package again.
According to the feedback, the short films
that came with the package worked very well
as a starting point for discussion, and more
films would be appreciated. As a response
to this, all media and communication classes
in Norwegian high schools were invited to
create a synopsis for a short film about digital
media and privacy. The Norwegian Hollywooddirector Harald Zwart led the jury that evaluated the proposals. The winning teams got
to realise their film projects with the help of
professional mentors.
This brochure is divided into five sections.
In each section there is a list of films that best
illustrate the theme covered in that section.
In addition to tasks and topics for discussion,

Films for discussion
On the attached DVD you will find the three
original films from the “You Decide”-project,
the six winning films from the synopsiscompetition, the winner of the Amandus
manuscript competition 2008, and two films
made by students from the media and communication class at Lillehammer high school.
All films can be seen with subtitles in all three
official written languages in Norway, as well
as English. You can also choose to display the
tasks and topics for discussion on the screen
when a film has finished.
We want to emphasise that some students
may find some of the tasks and topics difficult
and unpleasant to deal with. We know of
cases where students have found sensitive
and personal information about themselves on
the Internet that was published without their
knowledge. The teacher should therefore to
some extent adapt the tasks to the class.
We hope that you will find this brochure
useful!
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ABUSE OF INFORMATION
Personal information is one of the fastest growing data types on
the Internet. Most young people leave information and pictures of
themselves and others on homepages and social networking sites.
Personal information can also be available from public sources, such as
income tax lists (in Norway) and phone directories. At the same time the
tools for finding and combining information become ever more powerful.

Did you know?
98 per cent of young people between the age
of 8 and 18 have access to a computer at
home. Of these, 26 per cent use the Internet
to post pictures and information. Fear of being
contacted by someone they don’t know is the
most important reason given by young people
for not posting personal information.
38 per cent of all young people have
experienced that strangers on the Internet has
asked for pictures, phone number, address or
similar information.
Source: Safe use survey 2008 (Norwegian Media Authority)

- An innocent picture published on the home page
of a British girl was found used as the cover of a
pornographic movie.
- In a survey from 2005 every sixth person had
experienced that personal information had been
lost or abused.
Source: Privacy survey 2005 (The Norwegian Data Inspectorate)
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Editorial responsibility
A person who has a blog, a website, a profile etc. on the web, is in

effect the editor-in-chief of these pages. Information that is published online
is made public to large or small groups, depending on where and how it is
published. With the role of editor comes responsibility, both for what you
can and can’t publish, but also for what you should and shouldn’t publish
about other people. Something that doesn’t bother one person at all can
feel like a violation to another.

Did you know?
23 per cent of young people between the age
of 8 and 18 have experienced that someone
has posted pictures or videos of them on the
Internet without permission. As many as 41
per cent of those aged between 17 and 18
have experienced this. Within this age group
25 per cent also admit to having published
pictures or videos of other people without
their permission.

everyone that can be identified in the picture
– directly or indirectly. Group pictures, such as
of school classes, also fall under this definition. If any of the portrayed people are under
the age of 15, permission has to be given by
the parents or a legal guardian.
In other pictures the situation or the activity is the main focus. Who is portrayed is less
important. Examples of this can be pictures
of the audience at a concert or a band in a
parade. Under normal circumstances such
pictures can be published without permission
as long as the images are harmless and in no
way can be seen as a violation of the people
portrayed. It is important to take into account
that the pictures should not be demeaning in
the context where they are used.

Source: Safe use survey 2008 (Norwegian Media Authority)

We distinguish between two
types of images:
In some pictures the main focus is on one or
more clearly defined persons. In such cases
you should always get the permission of

- TO PUBLISH IMAGES OF YOUNG PEOPLE UNDER THE
AGE OF 15, THE PUBLISHER NEEDS THE PERMISSION OF
THE PARENTS OR THE LEGAL GUARDIAN.
In a survey among young people from 2007
more than one in eight had found demeaning
information about themselves on the Internet.
Source: The survey ”Young people and privacy” 2007, (The Norwegian Data Inspectorate)
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Bullying
Bullying is when a person is exposed, repeatedly and over time,
to negative actions by others (one or more). Bullying can go on for
a long period of time – even years – if no-one intervenes. Bullying
may cause long term effects for the person exposed to it.

Did you know?

Mobile phones and the Internet can be
great tools, but they can also be used to send
negative messages, images and movies that
hurt others. This means that potential victims
can be reached any time and place – also in
the privacy of their own home.
Mobile phones and the Internet are
also often used to send negative or hurtful
messages that are not directed at the same
person every time. It’s so easy to post a negative comment to a forum or send a negative
SMS. Research suggests that not seeing the
reaction of the recipient makes it easier to
write mean and hurtful things.

15 per cent of young people between the age
of 8 and 18 say that they have received a
threatening or scary message on their mobile
phone at least once. 23 per cent of the oldest
in this group say that this has happened to
them. In just over half of the instances the
messages came from people they know.
8 per cent say they have experienced bullying via the mobile phone while as many as
32 per cent say they know someone who has
experienced this.
15 per cent of those aged between 8
and 18 have received messages that have
bothered them. This figure rises to 22 per cent
in the group aged between 17 and 18.
Source: Safe use survey 2008 (Norwegian Media Authority)

- The Norwegian Mediation and Reconciliation Service experience an increase in the number of cases where children or young
people have been threatened or bullied online. according to
the police, many cases of physical violence starts out online.
- 13.5 per cent of young people between the age of 15 and 18 have
found demeaning information about themselves on the Internet, for instance on blogs or home pages.
Source: The survey ”Young people and privacy” 2007, (The Norwegian Data Inspectorate)
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SOCIAL NETWORKING
WEBSITES
The interest in joining social networking websites has increased

dramatically over the recent years, and it is not unusual to be active in
several such communities at the same time. On a social networking site you
can post descriptions and pictures of your self, find new and old friends and
keep in touch with them, and establish contact with people that share your
interests.

Did you know?
When you register a profile on Facebook, you
accept that Facebook can use all the information and pictures that you have posted for any
purpose, for instance in advertising. This is
also true after a profile has been deactivated.
In addition, they can change the end user
licence agreement any time they want. Facebook is not regulated by Norwegian privacy
laws, but American.
A person who registers on
Facebook should:
■■ Familiarise herself with the privacy
options, in order to ensure that personal
data is protected as well as possible. It
is not necessary to share all information
with everyone.

- There are several
popular Norwegian
networking websites.
Nettby is the largest with
approximately 770 000
members (AUTUMN 2008).

■■ Not authorise Facebook to download
the address book during the registration
process. Facebook stores all the e-mail
addresses, even the addresses of friends
that choose not to join the community.
This also goes for friends that are invited
to join later.

–Facebook is the most
popular foreign
community with over
1.2 million Norwegian
members. Facebook has
more than 100 million
members world wide.
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FAQ – Social Networking
Websites

What is a social networking website?
On a social networking site you can post descriptions and pictures of your self, find and keep in
touch with friends, and establish contact with people that share your interests. You establish a
profile by registering personal information, such as e-mail address, and usually optional information about interests, personal relations, work, friends etc. It is also possible to post pictures,
videos, music and create a link to a personal blog. The main purpose of the mandatory information is to ensure that one person doesn’t register many profiles.
On most social networking sites you can search for old and new friends, and share information with other people in the community according to the choices you made for your profile (all,
just friends etc.). Many communities are financed through ads, and those ads may target certain
users according to how well they fit a profile.

Is there a risk?
When you share personal information, there is always a risk that the information may get lost.
It has also been observed that it is easier to spread “spam” and viruses and to make successful
attempts to gather personal data on social networking sites than elsewhere on the Internet.

How can your profile be mapped?
It’s easy to download and store user profiles. Even if the information in a profile – or the entire
profile – is deleted, you can’t be sure that the information is taken off the Internet entirely. If
information from different networking sites is combined, and even coupled with information from
public sources, it could provide a pretty detailed picture of an individual. Government agencies in
many countries use such tools in their effort to identify potential terrorists.
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How to mitigate the risk?
■■ Check the end user licence agreement: How does the website handle personal information
and with whom do they share it?
■■ Check if it is possible to delete a profile at a later stage, if the need should arise.
■■ Check what information it is mandatory. It’s better to start with a fairly private profile and
open it more up later, than the other way round.
■■ Don’t allow others access to private contact lists for e-mail. Never share the password to an
e-mail account with others.
■■ Don’t use the same password on a social networking site as in more important systems like
an online bank account.
■■ A smart trick is to keep one or more extra e-mail addresses for insecure communication
(registering for competitions etc.). This can help mitigate the amount of spam in the primary
inbox.

Who owns the information?
As a rule, the material published on a website is protected by property rights, and is owned by
the person who posts it. However; how this is handled may vary from website to website and it
is therefore important to check the end user licence agreement before registering and publishing
material.

What can be done if a person is abused on a
website?
Most social networking sites have an abuse department. If they fail to deal with the problem
satisfactory, you can contact the Data protection authorities or the Police (depending on the
nature of the problem).
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False identity
When you create a profile on a social networking site or a chat group

you effectively decide for your self who you want to be. Many people
experiment with different identities, such as sex or age, and use the
Internet to test different aspects of their personality that they may not be
comfortable displaying in the “real” world. But there are also users who
create false profiles to deceive others, for instance adults who pose as
children in an attempt to get in touch with potential victims.

Did you know?

The autumn of 2008 the Norwegian Police
introduced “The red button” on the Internet.
When you click the button you are directed to
a web page where you can report unacceptable behaviour and incidents on the Internet.
An example can be if you think someone is using a false identity to achieve sexual contact
with minors.
It can be difficult for children to navigate
through the form on the Police web pages on
their own. They can therefore be encouraged
to confide in an adult they trust if they experience something unpleasant on the Internet.

38 per cent of young people between the
age of 8 and 18 have been asked to give up
personal information like their picture, phone
number, address etc. by someone they didn’t
know on the Internet. This is more common
as the children get older and navigate the
Internet more. In the group aged between 17
and 18, as many as 60 per cent state that this
has happened, while in the group aged below
12, 21 per cent have been asked for this
information. Only 3 per cent say they provided
all the requested information.
Source: Safe use survey 2008 (Norwegian Media Authority)

- Concealing your identity on the Internet, for
instance by using a nickname, can often be a
sensible choice. This is not the same as using a
false identity or posing as someone else.
- GROOMING is to gain a child’s trust with the
intention of sexual abuse. It is illegal for
an adult to set up a meeting with a minor in
order to have sex.
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